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What are we talking about this time?
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Logtiles

WHAT * WHEN
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Every time a personal computer or a smartphone connects
with a web server — and a browser visualizes a web page —
details of the connection are recorded.

They're recorded in files called logfiles, which store
= which machines connect

= which files are downloaded

= which browser performs the operations

= Wwhich webpages are visited

= when and how long each visit takes place.

All these details are logged, and can be read.
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A logtile
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Let's consider a partial example.

In this example the Path refers to the
position of each downloaded file in the
server’s directory.

The Referrer is the URL of the server.

The Origin is the server itself, identified by
its name/number.

The Client is the browser performing the
operations..., and so on.

Every detail is logged, and readable.
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What's a log?

U R In a broader sense, a log is a record of important events in
e R the management, operation, and navigation of a ship.
| s ng | Actually, you have logs of every operation your computer
- = performs. You may not realize this, but in the digital world
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My Firetox’s log on October 21, 2021

w~ @ History Mame Location Most Recent Visit  Visit Count
@ Today LA Google Meet (noto in precedenza come Hangouts Meet) - Riunioni video senza costi https://apps.google.com/meet/ 21/10/2021, 1%:55 3 ”
@ Yesterday 5 Google Rapporto sulla trasparenza https://transparencyreport.google.coms/Thi=it 1810/2027, 21:08 1
@ Last 7 days S Google Safe Browsing - Cerca con Google https:/fwww.google.com/searchichannel=nrow58 client=firefox-b-déig=Go., 181072021, 2057 1
@ This manth 5 Google Safe Browsing - Google Transparency Repart https://transparencyreport.google.com/safe-browsing/search?hl=en 181042027, 22:48 3
@ September 5 Google Transparency Report - Cerca con Google https:/fwww.google.com/searchichannel=nrow38client=firefox-b-d&g=Go... 181072021, 21:07 1
@ August IO Grazie Report - Italia Destinazione Digitale https:/www.destinazionedigitale.it/grazie-report/TsubmissionGuid=56d13061... 17/10/2027, 21:57 1
@ July ﬂ Groups | Facebook https:/fwww facebook.com/groups/feed/ 20/10/2021, 1756 15
i’, Downloads &7 Holiday Working nella natura: i luoghi top https:/fwaow visittrentino.info/it/articoli/lifestyle/smart-working-nella-natura  11/10/2021, 12:38 1
Tags @ Home https:/fwww.intesasanpaclo.com/ib/content/static/index_webapp html#!/par... 07/10/2021, 10:03 4
> W All Bookmarks @ Home https://www.intesasanpaclo.com/ib/content/static/index_webapp html®l/ric.. 07/10/2021, 10:04 4
Home - Associazione Contemporary Locus OMLUS http://contemporarylocus.it/ 211072021, 1602 1
|| Home - caIL http:/ feoaw gl it/ 10/10/2021, 21:18 1
@ Home - Cheese https://cheeseslowfood.it/ 20010/2021, 1115 1
E Home | Dipartimento di Lingue, Letterature e Culture Straniere https://dllcs.unibg.it/it 07/10/2021, 0129 5
@ Home | www.birdiesync.com https:/fwww birdiesync.com/ 07/10/2021, 11:43 2
Homepage - Fascicolo Sanitario Elettronico https:/wwow fascicolosanitarioregionelombardia.it/web/areaprivata/homepa.., 19710/2021, 21:28 14
HomePage - Fascicolo Sanitario Elettronico https://www.fascicolosanitario.regione lombardia.it/ 191042027, 21:26 7
E Homepage area pubblica, Universita di UMIBG https://sportello.unibg.it/Home.do 04/10/2027, 1250 21
&7 Hotel sulle Dolomiti in Trentino: le migliori offerte https:/fwww visittrentino.nfo/it/dove-dormire/hotel-e-garnifrandSeed=9338... 11,/10/2027, 1237 1
#7 Hotel sulle Delomiti in Trentine: le miglior offerte https:/ Ao visittrentinounfo/it/dove-dormire/hotel -e-garni MAW2021, 1237 1
&7 Hotel sulle Dalomiti in Trentino: le migliori offerte https:/fwawow visittrentino.info/it/dove-dormire/hotel-e-garnifrandSeed=%3380., 11/10/2021, 12237 1
&7 Hotel sulle Dolomiti in Trentino: le migliori offerte https:/fwww visittrentino.info/it/dove-dormire/hotel-e-garnifrandSeed=%3380., 11/10/2021, 12:37 1
@ HP PCs - Support for Windows 11 | HP® Customer Support https://support.hp.com/us-en/docurment/ish_4300937-4295746-16TopenCLC...  13/10/2021, 0944 1 v
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WHAT » WHEN

v Logfiles are what Is frequently based on.
Web analytics is the , collection, analysis and
reporting of for purposes of and

web usage.

Web analytics provides information about the
to a website and the

What's more, web analytics can be used as a tool for
business research and market research.

Web analytics helps gauge
which is useful for market research.

image credit to




Analytics through logtile analysis

We saw that web servers record their transactions in a
logfile. A web manager can read her/his server’s logfiles Pageview
through @ program (like Webalizer or Urchin) which
provides visual data.

Two units of measure were introduced in the 1990s to
gauge the amount of human activity on web servers.
These units were

= page views and

= Vislis, or sessions.

Roberto Peretta. IT for Tourism Services @iece  #08. Analytics, cookies, privacy



Metrics: Page Views and Visits

Let's see how the first units of measure in web analytics
technologies were defined in the 1990s. Pageview

A page view was defined as @ request made 1o the web
server for a webpage.

A visit was defined as @ sequence of requests from a
uniquely identified client (hat expires after a certain
amount of inactivity, usually 30 minutes.

Today’s web analytics technologies, however, considers
more melrics than simply the page views and the visits
units of measure.
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. The generating requests on the web
server (log analysis) or viewing pages (page tagging) within a defined time period (i.e.
day, week or month).
A unique visitor counts once within the timescale.

A visitor can make multiple visits.

. The percentage of visits where the
visitor enters and exits at the same webpage
on the website.

image credit to




. Average amount of that l
visitors spend each time they visit.

Session duration can be complicated by the fact that
analytics programs cannot measure the length of the
final page view — unless they record a page close

event, such as onUnload(). L

. Average amount of time that visitors spend on
of the site.

image credit to




& J

. Average amount of time that visitors spend actually
interacting with content on a web page, based on mouse moves, clicks, hovers and
scrolls.

Unlike session duration and page view duration / time on page, this metric can
accurately measure the length of engagement in the final page view.

. Page depth is the average number of page
views a visitor consumes before ending their session.

This metric is calculated by dividing total number of page views by total number of
sessions and is also called page views per session or pv/session.




Google Analytics

Google Analytics is one among many tools collecting data on visits to websites.
Still, it is widely recognized as a most reliable and leading source of information.

Google Analytics is a freemium service offered by Google that generates detailed
statistics about the visitors to a website.

Google Analytics is the most widely used
website statistics service.

According to a reliable source, in August 2013 GOOS[Q Analytics
Google Analytics was used by 66.2% of the

10,000 most popular websites ordered by
popularity.

Anywhere. Anytime.
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Analytics through page tagging

Google Analytics does not access any logfiles on the relevant web server.

Rather, it's activated by the website’s manager by adding a Javascript tracking code to
the html source of every page the traffic of which is to be recorded.

Google Analytics is a web analytics technology based on page tagging.

<script type="text/javascript">

var _gag = _gag || []:
_gag.push(['_setAccount', 'UA-XXXXX-X']);
_gag.push(['_trackPageview']):;

(function() {
var ga = decument.createElement('script'); ga.type = 'text/javascript'; ga.async = true;
ga.src = ('https:' == document.location.protocel ? 'https://ssl' : 'http://www') + '.goocgle-analytics.com/ga.js’;
var 3 = document.getElementsByTagName ('script') [0]; s.parentNcde.insertBefore(ga, 3):

Oz

</script>
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A Google Analytics dashboard

Audience Overview @ O savE (4 EXPORT < SHARE | (3 INTELLIGENCE
O All Users + Add Segment Aug 24,2018 - Aug 30,2018 ~
100.00% Users
Overview
zers * | VS, Select a metric ourly a|r. Week Month
LV
200 —— _______....--"":‘_ —
- / g
Users Mew Users Sessions
1,186 1,144 1,301
L P e
Users New Users
L Eﬁ_ Mumber of Sessions per User = Pageviews Pages / Session
1.10 2,941 2.26
Number of Sessions per User = Pageviews e - —
1.10 2,941
.
Avg. Session Duration Bounce Rate
Avg. Session Duration Bounce Rai
00:01:20 66.33/ 00:01:20 66.33%

_—--'""""--..________________
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How does Google
Analytics display data?
Please note that since
April, 2014 Google
Analytics has
normalized its
terminology.

Now, visits are named
sessions and unique
visitors are named
users.
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Another Google Analytics dashboard

Google Analytics Home

Users Sessions Bounce Rate Session Duration Active Users right now
994 2.2K 67.1% 1m 36s
198.4% 1212.5% 13.8% t122%

200

150
students\at Bergamo

100 Top Active Pages

students at Trento No data available

50

0

01
Feb Mar

Last1 ays « AUDIENCE OVERVIEW > REAL-TIME REPORT >
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This was the

situation of the
website where your
lecturer’s material is
available as retrieved
on Saturday, March
27,2021, 11.28am.

| could visualize data
about visits by “my”
students.

(None on Saturday,
understandably!)




Yet another Google Analytics dashboard

Traffic Channel Source / Medium Referrals

Peak before a lecture.
More than 50% from other sites
(most likely from Moodle).
Some 10% direct (likely from
the site itself).

Oga

Last 7 days «

ACQUISITION REPORT >

Sessions by country

20

P

- - o

15

10

aty |
5 united states ||| NG

crins
Germany -

0% 10% 20% 30% 40%

Last 7 days « LOCATION OVERVIEW >
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How visits by
students at Trento
reached the site:

= direct links

(from somewhere)
= from search
engines (“organic”
means not through
advertisements) or
= referral (from
other sites)

and their origins.




Google Analytics on language and countries

]
i i e GOOQ|€ Analytlcs also
Secondary dimension ~ | Sort Type: Defauh ~ Q, | advanced |ﬁ E
]
sesin searr comerions dlsplays reports on
Language Pages | . Goal Goal
Bounce Rate z Session c c
s Newlees | Soms  U Smn E| Comin | Comlti | oV language and geograph
' ? L % Rate ? .
1,186 1,144 1,301 66.33% 2.26 00:01:20 0.00% 0 $0.00
% of Total: % of Total: % of Total: Awvg for View: Avg for Avg for View: Avg for % of Total: | % of Total 0.00%
100.00% 100.00% 100.00% 66.33% View: 00:01:20 | View: 0.00% 0.00% (0) (80.00)
(1,186) (1,144) (1,301) (0.00%) 226 (0.00%) (0.00%)
0.00%]
oc: &
( ) Location @ B SAvE L BPORT < SHARE /' EDIT | (3 INTELLIGENCE
O 1. enus 403 (33.95%) 389 (34.00%) 438 (3367%) 65.07% 2.39 00:01:15 000% 0 (000%)  $0.00 (0.00%) Alsers +Add Segment ke U LA
100.00% Users
O 2. it-it 225 (18.96%) | 218 (19.06%) | 244 (1B.75%) 69.26% 2.03 00:01:04 0.00% 0 (0.00%)  $0.00 (0.00%) on Overtey | Exploie
Summary ~ Site Usage Ecommerce
O 3. engb 191 (16.09%) | 183 (16.00%) | 206 (15.83%) 63.59% 2.21 00:01:22 0.00% 0 (0.00%)  $0.00 (0.00%)
Users v
O a i 57 (4.80%) 57 (4.98%) 57 (4.38%) 78.95% 2.19 00:00:26 0.00% 0 (0.00%)  $0.00 (0.00%)
O 5. en-au 30 (2.53%) 29 (2.53%) 34 (261%) 79.41% 1.32 00:00:46 0.00% 0 (0.00%)  $0.00 (0.00%)
O 6. fr-fr 20 (1.68%) 18 (1.57%) 20 (1.54%) 70.00% 3.45 00:02:44 0.00% 0 (0.00%)  $0.00 (0.00%) F
O 7. dede 19 (1.60%) 19 (1.66%) 19 (1.46%) 63.16% 242 00:02:44 0.00% 0 (0.00%)  $0.00 (0.00%)
O 8. nknl 16 (1.35%) 15 (1.31%) 19 (1.46%) 63.16% 211 00:00:37 0.00% 0 (0.00%)  $0.00 (0.00%)
O 9. enca 15 (1.26%) 15 (1.31%) 21 (1.61%) 66.67% 1.71 00:01:24 0.00% 0 (0.00%)  $0.00 (0.00%)
O 100 rwm 12 (1.10%) 12 (1.05%) 13 (1.00%) 84.62% 1.38 00:00:29 0.00% 0 (0.00%)  $0.00 (0.00%)
Shuwruws:Gom: 1 1ot | €| > '
Primary Dimension: Country City Continent  Sub Continent
This report was generated on 8/31/18 at 10:49:32 AM - Refresh Report - L reTareTeen
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Google Analytics and Ads

Demographics and Interest Reports H ad yo u r I ectu re r pa i d
m Advertising Features include Demographics and Interest reporting, Remarketing, GDN Impression Reporting and the Campaign Manager 360 .
integration. By enabling Advertising Features, Google Analytics will collect additional data about your traffic. You may need to update your fo r Ad S d e m Og ra p h | CS
privacy policy before enabling Advertising Features. Learn More. )
Tlhe Den_;ggraph;cs agg{t‘gterestds:egtionst i(r)ic:ude Qvervie»\ri-t reports, a n d I n te re St re po rtS
along with new Age, er, and Interest Categories reports. Age 100% of total sessions
« They allow you to better understand who your users are. WO U I d h ave a p pea red .

s You can segment the rest of your Analytics data by these same
characteristics so you can understand how converting and non-
converting users differ (and many other such comparisons).

o These are the same demographics & interest categories used to
target ads on the Google Display Network. Use these insights

27.50% 33.50% 15.50% 12.50% 5.50%  5.50%

about your users to refine your ad campaign strategies. ——— T LB
o Not all of your users may have demographics associated with
them, so these reports may only represent a subset of your e
users and may not be representative of your overall site 1824 25-34 35-44 45-54 55-64 65+
composition. 45.85% 54.15%
. Female Ml
 Learn more about how Google determines user demoagraphics.
« Learn more about how Google determines user interest Interest Category 100% of total sessions
categories. ® 5.49% WM Sports/ Individual Sports/ Running & Walking
» Before enabling Demographics and Interest Reports you may T T o S ey

3.94% EM Eiectronic Accessories

need to update your privacy policy according to this policy.
Learn more about the new reports 3.05% Em  Sports/ Individual Sports/ Cycling
296% @ Food & Drinks/ Cooking & Recipe/ Soups & Stews

- a 9 = Travel/ Tourist Destinations/
© 2021 Google | Analytics Home | Terms of Service | Privacy Policy | Send Feedback 245% W pistorical Sites & Buildings
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Ads? What are they?

Google Ads is an online pay-per-click advertising service.
(It was named Google Adwords till July, 2018.)

Advertisers pay to display advertisements to users who search
through Google, or visit pages under Google control.

The service is based on keywords chosen by adveriisers.

When the algorithm guesses — from the keywords, and from the
navigation history of the visiting user — that an advertisement is
relevant to that user, the advertisement is placed on the page.

When users click on the advertisement, advertisers pay.
Most of Google earnings come from this advertising service.
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Page Messages Notifications Insights Publishing Tools Settings Help +
| Overview

Page Summary Last 7 days # Export Datath
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R Actions on Pag Page View: Page Lik
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People Reached w49% Post Engagement w63%

Your 5 Most Recent Posts >
aaaaaaaaaaaaaaaaa @ PostClicks @ Reactions, Comments & Shares
ed Post pe each ~ Engagement Promote
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- gna |
21, me Thal s e
@ " e Japanese have landed ) Palaz & @ | SiLhed
% | a P Boo:
I T T Y, O 1TV, P ———
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All this refers to every webpage. But
soclal networks’ webpages are logged
and can be analysed, too.

The most diffused social networking
platform, i.e. Facebook, calls its web
analysis tool as Facebook Insights.

Insights are available to Facebook Pages
only, not to personal profiles.

What's the difference?
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Using Facebook Managing Your Account Privacy and Safety Policies and Reporting

ﬁ Help Center

Using Facebook

® orargn F aC Cb 00 k P ro f 11 eﬂ,’lﬁ?‘@fiﬁefsab@’ é’bpﬁl (o] ka“Pﬁ"ges

g Friending
Computer Help A Share Article
{Ar Your Home Page
() Messaging
(D Stories Pages that you manage may be in the new Pages experience. Learn more about new Pages.
Your Photos and Videos Profiles
(] Videos on Watch A profile is a place on Facebook where you can share information about yourself, such as your
interests, photos, videos, current city and hometown. To see your profile, click or tap your name or
O Pages profile picture at the top of Facebook.

Interact with Pages Pages

You must have a profile to create a Page or help manage one. Pages are places on Facebook
where artists, public figures, businesses, brands, organizations and nonprofits can connect with
their fans or customers. When someone likes or follows a Page on Facebook, they can start
seeing updates from that Page in their News Feed.

Create and Manage a Page
Names and Usernames
To see an example of a Page, see the screenshot below.

Manage Page Settings

Customize a Page

Publishing
Jasper's Market
. Home
Messaging e
Revaras
Loarn More © Sord Matsoge
Insights o
Mo o 1000 oF § - Bunad 0n P ogenon of 330
Comeranty ecpie
Banning and Moderation e
Groups
Stores.
Fix a Problem Soaed
Avot
Secvices
000 G Histon
) roups = ¥
W ot o very ot sy ocoy
B i ST T vouroud peoduck and we ke grea oGS
18  FrEPY Sunmpale. Caltomia - Surnyvide. Catoma * intacories our parscad el
@ Events : Seoers

(®) Fundraisers and Donations

P a proiile to creawe a 4ioup i nielp manage one. Groups dre a pace to

@ Facebook Pay
communicate about shared interests with certain people. You can create a group for anything —

Q a

English (US)

Facebook
pages are a
bit like small
websites.

It makes
sense that
they provide
managers
with statistical
data.

Insights, in
fact.

Was this helpful? X

© Yes @ No



-/

=

[nsights as such

W@

Of course, Insights considers the specific
features of social networking, like Post
Engagements, Likes, and Followers.

Yet Insights inherits “traditional” metrics of
web analytics, like Page Views — both
Views and Previews — and the different

Page Summary Last 7 days

Results from Aug 23, 2018 - Aug 29, 2018
Mote: Does notinclude today's data. Insights activity is reported in the Pacifictime zone. Ads activity is reported in the
time zone of your ad account.

f Ruegizthau;ustzs i Fi:igtnre:jj::zgs i Sor‘ts Of downloaded Flles_
392 12

Since advertising is encouraged, Organic
and Paid data are distinguished.
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[nsights for engagement

Your 5 Most Recent Posts >

Reach: Organic/Paid [ PostClicks [ Reactions, Comments & Shares

Published Post Promote
082612018 = . August 2?, 2018. Today is the Boost Post
10:37 pm =2 firstworking day after the trag

naMar2o1ge Cascina Santa Brera is a farm iR 4 [ ] ] ]
9:31 am u some ten kilometers south of e @ 53 1 ] ELEALEEES

08/03/2018 .1 L/ Entrance free atthe Gallerie Bl 7 [ ]
11:12 am B Ctalia il Sunday, August 19. & @ Bt 1 0 Boost Post

0RI30I2018 Partecipa a The Feeling of M 0 |
- g summert .§' @ 24 1 ' Boost Post

06/29/2018 Gioca con Hermés [/ Aperitivo al 9 ]
9:48 am . Poldi Pezzoli '9 @ o1

See All Posts
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An interesting feature of
Facebook Insights
considers Fosis.

v"Which sort of posts was
it?

v'How many people were
reached?

v'Were they engaged?
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Google Alerts

As for the third sort of web presence (the uncontrolled), Google Alerts may be used. Every
time Google finds something published according to a chosen keyword, an e-mall is sent.

Google

Gisighe « [ | Goode + I

Alerts Alerts

Alerts

Q [create an alert about...

Alert suggestions

. Bergamo| X . Bergamo Tourism| X

Enter email m Show options + Enter email m Show options +

Companies Finance
T o Alert preview Alert preview
EAI[ UsBank Bitcoin
matibusines: NEWS NEWS
5 d Field hockey shuts out Trinity, St. John Fisher World Routes moves to Milan
SES0UE  salesforce = Us Dollar o - ty, @ ro
——— The Williams record TTR Weekly
The Eph offense started off strong, taking possession early and testing Cardinal goalie Kelly Bergamo with two ... Lombardy Region, the Municipality of Milan, ENIT - italian Tourist Board and Bergamo Airport, and will take
shots by Ticknor and Veale. Both shots ... place from 5 to 8 September 2020.
FLOEYS. Boeing British Pound
Napoli loses to Cagliari as Inter extends perfect start
KSL.com
o o However, the Bergamo-based squad bounced back with two late goals for a 2-2 draw with Fiorentina on Sunday
Music Movies 2
and has now handed Roma its first ...
-
s "
Twenty One Pilots = Kevin Durant World Routes Moves to Milan
google.com AviationPros.com
... with local L ly Region, the Municipality of Milan, ENIT - Italian Tourist Board and Bergamo
y _
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Alerts? Not definitive | - w)

@, Rifugio Trentino

We can activate Google Alerts if we want to =
recelve a report — by e-mail — every time
Google “notices” that & keyword we chose
appears on the Web.

As a way to know “who is talking about what”,

Google Alerts is a somewhat crude tool. :
It's a step forward, but certainly not definitive. “

For example, Google Alerts does not track s

anything from social networking platforms. -

Trentino; Alp
Holiday package autums Val di Fassa - Rifugi del Gusto Refuges of Taste Dolomites Trentino ...
APT Val di Fassa

ffers | Rifugi del Gusto
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is a crucial step in these processes. It is performed on the user’s
computer and/or smartphone — not the person — via cookies.

A IS used for an origin website to to a user’s

and for the browser to to the origin site.

The state information can be used for , of a user session,
user’s , cart contents, or anything else that can be accomplished

through storing text data on the user’'s computer.




Cookies are not software: just . They cannot be programmed,
cannot carry viruses, and cannot install malware on the host computer.

However, they can be used by to track user’s browsing activities — a major
privacy concern that prompted law makers to take action.

Cookies can also be to gain access to a victim’s web account.
Now, , let’s see (and can be

), for instance in a Mozilla Firefox browser.
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Cookie consent

Google serves cookies to analyse traffic to this site. Information about your use of our site is shared with Google
for that purpose. See details OK

Websites which use cookies
are requesied o tell users Helping publishers with cookie consent
that they do so, provide

details on the cookie policy

they adopt’ and expl ICItly aSk Google serves cookies to analyse traffic to this site. Information about your use of our site is shared with Google
users to accept COOkleS- for that purpose. See details OK

This is to avoid that some iy i gt

European laws require that digital publishers give visitors to their sites and apps information about their use of cookies

| | ]
S p h e re Of p rI Va Cy IS and other forms of local storage. In many cases these laws also require that consent be obtained.

This site is produced by Google. We work with lots of publisher partners and, based on that experience. we wanted to

re n O n Ce d . n a d e rte ntl provide any publishers with easy-to-implement tools that can help them meet their legal obligations to get user consent.
u Inadv V.

<>
N e

Roberto Peretta. IT for Tourism Services @¢ce  #08. Analytics, cookies, privacy



Which cooki
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24 DR

+ Cookie di funzionalita
+ Cookie per pubblicita mirata

+ Archiviare ¢/o accedere a informazioni su un
dispositivo

+ Dati di geolocalizzazione precisi ¢ ideatificazione
attraverso la scansione del dispositivo

Annunci ¢ contenuti personalizzati, valutazione
+ degli annunci e del contenuto, osservazioni del
pubblico e sviluppo di prodotti

+ Garantire la sicurezza, prevenire frodi

The are several
sorts of cookies.

Some cookies used
even by a civilized
website like the

Il Sole-24 Ore’s

are invasive for sure.

= Privacy violation
= |ndividual filing

= Personal devices
= |dentification

35



As you browse our sites, we and our partners and advertising brokers collect certain information (such as your IP address) from your devices in order to provide you with more effective
services, relevant advertil ing messages, and anticip| te your needs by a jalyring your tastes and the performance of our products. This tool enables you to give, refuse or modify your
- g zopaant tothe use of coc degangdtheir indiidyal actil atiorl deastivation Samegfthessoankies domgt reguiregrows-cansent apdwgthersaregiaqd by-vittuaaf a legitimate interest of their
‘i @ Whdrs out ye 1 ce 1 still coject to their proces ing in fiel'Purposd 5" secl on | fth s t¢ol “four choic - apolic's only o/this site

Authorize or deny the collection of your data for the following purposes

Personalised ads and content, ad and content measurement, audience insights and product development
Store and/or access information on a device

Precise geolocation data, and identification through device scanning

Special purpose and feature

Ensure security, prevent fraud, and debug
Your data can be used to monitor for and prevent fraudulent activity, and ensure systems and processes work properly and securely.

Legal desoription

Technically deliver ads or content
Your device can receive and send information that allows you to see and interact with ads and content.

Legal desoription

Match and combine offline data sources
Data from offline data sources can be combined with your online activity in support of one or more purposes

Legal desoription

Link different devices
Different devices can be determined as belonging to you or your household in support of one or more of purposes.

Legal desoription

Receive and use automatically-sent device characteristics for identification
Your device might be distinguished from other devices based on information it automatically sends, such as IP address or browser type.

Legal description

Privacy management by RCS Media Group




As you browse our sites, we and our partners and advertising brokers collect certain information (such as your IP address) from your devices in order to provide you with more effective
services, relevant advertising messages, andeanticipate your needs by analyzing your tastes and the performance of our products. This tool enables| you to give, refuse er modify your
- conseptiq tha use-af caplics: apd theig infividpal gstiyatigrbdeactiyatign Samegithesy coplaag de-not awire ypureopsent and ptersgaregisdd-byimiie ofalegitimate integestof their
‘i owner s bu . yo I car still obje [T#o tleir prc ces ing int e "Purposes ' secion ¢ thstcol Tou chd cea plics oly 1 tis site!

> Automattic Ads

> Avocet Systems Limited

7 el Springer Teacer Ad Gme This newspaper’s

» Axtom MediaConnect website shares data

, Aonix LD about its users with
some marketing

-~ Azerion Holding B.V.

Privacy Policy
Feature Companles.
. Link different devices
. Receive and use automatically-sent device characteristics for identification
Purposes, Based on consent
. Store and/or access information on a device
. Create a personalised ads profile
. Select personalised ads
_ Apply market research to generate audience insights
Special Features
. Use precise geolocation data
Special Purposes
. Ensure security, prevent fraud, and debug
. Technically deliver ads or content

> B2B Media Group EMEA

> BEINTOO SPA Accept

Privacy management by RCS Media Group




Privacy Policy

Necessary

Functional

Anabgtics

Performance

Advertizement

Others

Save my preferences

Mecessary @)

Mecessary cookies are crucial for the basic functions of the website and the website will not waork in its
intended way without them.

These cookies do not stare any personally identifiable data.

Cookie Type Duration Description

; The cookie is set by CookieYes to check if the consent
-active-check htt 1d
SRl = - banner is active on the website,
Unique identifier for visitors used by CookieYes with

coakieyes|D https 1 year
d P d respect to the consent

Powered by CookieYes

Let’s consider a
simple case, like
those managed
by small
destinations.

These are
cookies placed
by the

provider.
They are needed
to allow the
cookie consent
service to work.



Privacy Policy

Necessary

Functional

Anabhgdtics

Performance

Advertizement

Others

Save my preferences

Performance

Ferformance cookies are used to understand and analyze the key performance indexes of the website

Cookie

__utma

Hitree

Type

hitps

Rhtne

Duration

2 years

caccinmn

which helps in delivering a better user experience for the visitors.

Description

This cookie is set by Google Analytics and is used to distinguish
users and sessions. The cookie is created when the JavaScript
library executes and there are no existing __utma cookies. The
cookie is updated every time data is sentto Google Analytics.

The cookie is set by Google Analytics and is deleted when the
user closes the browser The cookie is notused by gajs. The

rankia ic nead tn anahla intaranarakilibe sweith orchin ic which ie

Powersd by CookieYes

These are
cookies placed
by the Google
Analytics’ .
They are needed
to let both
Google and the
website’s
manager gather



Cookies by the dynamic server

Privacy Policy Others
Mecessary Other uncategorized cookies are those that are being analyzed and have not been classified into a
category as yet.
Functional
Pl Cookie Type  Duration Description
Performance
dadaproaffinity hitps session Mo description available.
Advertizement
ASP3ESSIONIDSERBAATD hitp session Mo description
Others
at-rand https never Mo description available.
Save my preferences ASPSESSIONIDAGCSQRCD http session No description
Powered by CookieYes

Roberto Peretta. IT for Tourism Services
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- These are
cookies placed
by the website’s
dynamic server.

They are needed
{o publish
content on the fly
in individual
pages.




Privacy

In fact, substantial questions about web navigation and e-
commerce functions concern privacy and security.

We will consider security later on. Let’s start from privacy, now.
Privacy is a concept of Anglo-Saxon origin linked to the idea of
numan rights, which concerns the right of everyone to live their

ves free from prying eyes.

(Privacy does not have limitations shared — much less
standardized — and in the eyes of different people, or different

cultures, can mean different things.)

image credit to *7210719 (10T
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Disappearing privacy

It is argued that privacy is now disappearing.

Not only web servers and social platforms but also telecoms
collect data. Telecoms know where (in which cell) any caller’s
and recipient’s smartphones are located — even when phones
have no call in progress —, and collect data on when, where, how
long, and between whom each and every call takes place.

This is among the consequences of the “digital revolution”.

It's therefore not surprising that when a website uses cookies, it
Is requested to warn users through a visible alert, and allow them
to refuse cookies.

When we manage a website, we have to warn users about the
way we behave.

Roberto Peretta. IT for Tourism Services @ieee  #08. Analytics, cookies, privacy
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Privacy renounced

As a matter of fact, users allow to have their privacy voluntarily violated when they
judge that this is worthwhile.

For instance, when someone wants to buy something on line (a book, a flight, an hotel
room...), they voluntarily agree to reveal their name and financial details (credit card,
bank account, PayPal identity..., passwords included) because they reckon that such

a risk may be taken, after all.

image credit to cookiedelivery.con
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Which side are we on?

3 - We said that cookies are widely used but not mandatory.

The issue can be approached from two points of view
= the user’s point of view
= the manager’s point of view

As users, we should protect ourselves against the invasiveness of
cookies in the name of our privacy. We can at least set our browsers
to delete cookies when we exit our browser. Being recognized on
our next visits will be a bit more difficult.

On the other hand, as managers of the web presence of an entity
we would like to know as much as possible about our visitors. At
least, we'll use cookies for our analytics based on page tagging.

¢
il

image credits to Mediumand lcons For Free
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General Data Protection Regulation

After four years of preparation and debate, the GDPR was finally approved by the EU
Parliament on 14 April 2016. Enforcement date: May 25, 2018 — at which time those
organizations in non-compliance may face heavy fines.

The EU General Data Protection Regulation
(GDPR) replaces the Data Protection Directive
95/46/EC and was designed to harmonize data
privacy laws across Europe, to protect and
empower all EU citizens data privacy and to
reshape the way organizations across the region
approach data privacy.
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Privacy. Legal responsibilities

From a web manager point of view, privacy means that

= if you collect data on your users, you must inform them that you
keep those data, who's in charge, and what data are collected;

= your users must be assured that any data you have collected are
certainly and radically erased, if your users ask so (though data
collected by public services, like city councils, or hospitals, make
exception) and you don't keep them forever;

= your webpages containing critical data (like personal details, bank
accounts ID, or passwords) should be encrypted. (More on this later.)

= But after all every webpage contains critical data, today.
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Key points

1. Everything digital is recorded

2. What servers do is stored in logfiles

3. Google Analytics, instead, is based on tags

4. Google Analytics is very close to Ads. So are Facebook Insights
5. Cookies are thieves. We all must “eat” them just the same

6. Privacy is increasingly under scrutiny

/. Europe Is a judicious Union

image credit to cookiedelivery.con
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